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We aim to design a lightweight energy efficient E2E information secrecy for IoT
system, which can be implemented at resource-constrained IoT devices.
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 Construction of constant energy signals to achieve asymptotic perfect
secrecy

 Design of approximate Gaussian sensing matrices using energy efficient
LFSR and NFSR

 Achieve end-to-end information secrecy for small block size signals
 Secure against ciphertext-only attack, known and chosen plaintext attacks
 Repeatability of the sensing matrix for small block size is 2200

 Achieve better signal reconstruction performance compared to the SoA CS
encryption schemes at the same compression ratio, or achieve better
compression ratio at equivalent reconstruction performance.

Proposed Energy concealment scheme
(a) ECG signal                               (b) Reconstructed signal                    (c) Reconstructed signal 

from OTS scheme                               from EC scheme

(a) Reconstruction performance                                            (b) Memory footprint 

(a) Original image                            (b) Reconstructed image            (c) Reconstructed image
from EOS scheme                               from EC scheme

The designed EC scheme achieves information secrecy equivalent to symmetric
key encryption with lightweight and energy efficient computations.
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We aim to design a joint compression and information secrecy scheme with
multi-class encryption feature and allowing privacy preserving computationally
intensive signal recovery at cloud.

Proposed MPCC scheme
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 Achieve joint compression and information secrecy for resource-
constrained IoT devices

 Computational intensive signal recovery is performed at cloud while
preserving data privacy and information secrecy.

 Multi-class encryption achieved using accessibility of key
 Superuser can retrieve complete signal
 Semi-authorized user can retrieve only statistical information

 Reconstruction performance is equivalent to the SoA CS encryption
schemes

Application of MPCC on smart meter data and images

(a) Reconstructed image                                   (b) Reconstructed image                                (c) Reconstructed image at cloud
at semi-authorized user                                     at superuser

The MPCC scheme achieves multi-class encryption with privacy preserving
signal recovery at cloud for resource-constrained IoT devices.
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